25X1

Approved For Release {E)}@NIE] M"I&lMﬂROO%OOOSOOOQ-O

MEMORANDUM FOR: Chairman, Markings Task Force

FROM: | |
DDA Ekepresentative, Markings Task Force

SUBJECT: Control Markings

1. The Markings Task Force has been discussing the
discontinuation of the control marking, "Administrative -

Internal Use Only." The arguments for doing away with it
are substantial:

a. It has been misused a great deal; and

b. The safeguarding sanctions are not clearly
defined.

2. I have discussed the use and need of such a marking
with a number of people throughout the DDA. There is a need
to protect internal Agency information which if released
might be misused or be misleading. These papers include:

a. Management options and recommendations; and
b. Administrative planning and procedures.

3. Discussion for the need to have a positive indicator
to alert employees that a document contains such information

has been lively and interesting. Some of the arguments for
and against include:

a. Some people feel if a piece of paper is not
marked, employees will/may take it home and discuss
the contents freely.

b. Unclassified government information doesn't
need to be marked as it is U.S. Government property
and all employees should be aware of this and handle
all such material as prescribed by reqgulations and law.

UHCLASSI1FIED when Yeparaled
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c. What about HR[___ | (attached), "Care and Use
of Official Data"? This regulation is under review
for revision as the current definition of "Official
Data" includes all overt material received by the CIA,
including the New York Times, library books, etc.
Those reviewing the requlation are having problems
coming to grips with the definition.

4. In order to provide proper control over Agency in-
ternal documents, I suggest we do one of two things:

a. Write a proper definition of "Official Data"
and get the regulation out to all employees. If a
component is concerned they may indicate on a document
"Official Data - Internal Use Only;" or

b. Develop a new control marking for documents
which

(1) reflect opinion or recommendations for
management policy; or

(2) administrative procedures.

5. The first option appeals as HR[__ | spells out
control of information in general. Sanctions are provided
whether the information is marked or not.

6. The second option implies a new marking with a new
definition. We suggest "Agency Restricted" as a marking to
meet this need. This could be defined as:

Information prepared by Agency per-
sonnel or consultants, such as that
pertaining to opinions, recommendations,
interpretations, plans or internal pro-
cedures, the disclosure of which could
prejudice, hinder or deter the Agency
from carrying out essential management
or administrative Ffunctions.

7. The intent is (1) to ensure that such information
is only released to the public through authorized channels

and (2) to provide an environment conducive to the uninhibited

exchange of ideas. Sanctions for the improper use of an un-
classified dccument should follow those for unauthorized
release. (There is opposition to giving a control marking

Approved For Release 2006/04+1%2: GIA-RDP86-00674R000300080009-0
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to documents containing national security information. We
have been relying on the classification to control these
papers. I submit that even after classifications are no
longer valid, the internal nature of some of these documents
will remain.)

8. In summary, we need at leastﬁprovide a positive

indicator to control the dissemination of unclassified man-
agement information and administrative procedures.

Signed

25X1

Attachment: a/s

cc: DDO/P
NFAC/|
DDS&T
0GC ¢
DDA/O
ISAS/
ISAS/
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21. CARE AND USE OF OFFICIAL DATA. All information, classified or
unclassified, received, compiled or created by the Central Intelligence Agency
(except personal copies of unclassified personnel papers) is official data and is
the property of the United States Government.

a. POLICY

(1) All employees are prohibited from using official data for any purpose other
than in the performance of their officlal duties for or on behalf of the
Agency. Official data is not to be held in personal files or set aside for
7 personal use or benefit.

(2) OfMiclal data is not to be copied or removed from the flles of the Agency
for release outside the Agency except by those officlals authorized through
chain of command by the Director of Central Intelligence.

(3) Any employee who is served with a subpoena which may require the dis-
closure of official data to a court, the Congress, or & committee of the
Congress will promptly inform the General Counsel of the serving of the
subpoena, the nature of the information sought, and any circumstances
which may bear upon the desirability of making available the official data,
so that the General Counsel may advise the Director.

(4) When not in use, official data must be kept in storage facilitles which have
been approved by the Director of Security. Consequently, documents which
contain official data are not to be taken home or stored in private resi-
dences unless the use of an approved, secure facility has been authorized
in advance by the Director of Security.

(5) In addition to the prohibition against unauthorized disclosure of official
data outside the Agency, internal disclosure of official data is limited to
those employees whose duties require access to it. Employees are not to
disclose official data to those who do not need to know it, nor are they
to try to obtain official data they do not need to know.

b. RESPONSIBILITIES

(1) Each individual employed by the Central Intelligence Agency is responsible
for the secure handling of official data and for protecting it against un-
authorized disclosure. Termination of Agency employment will not affect
these responsibilities.

(2) The Director of Personnel is to ensure that all personnel processed through
headquarters report to the Office of Security to read this regulation eugly 4
the statutes referred to in subparagraph ¢ below before entering on duty
or separating from the Agency.

25X1 (3) cChietsof[ | installations are to ensure that all|

personnel not processed through headquarters read this regulation and
the statutes referred to in subparagraph ¢ before entering on duty or
separating from the Agency.

(4) Any authorized representative of CIA who negotiates with individuals or
organizations for services is to ensure that the appropriate statutory pro-
visions are incorporated in the Secrecy Agreement or contract. The in-
corporation may be by reference where feasible.

Revised: 14 November 1969 (508) ecctuded roms avtomartc 53
CONFIDENTIAL Hnaiating ond
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¢. STATUTORY REFERENCES. Sections 793, 794, and 798, Title 18 of United States

Code prohibit certain activities with respect to defense information and provide
Penalties for violation. Sectlon 793 provides generally that persons who lose
defense information without reporting such loss, or gather or transmit defense
information with the intent or with reason to believe such information will
be used to the injury of the United States or to the advantage of any foreign
nation are subject to a fine of $10,000 or 10 years imprisonment or both. Section
794 provides generally that persons who communicate or deliver or attempt to
communicate or deliver defense information to any foreign government with
intent or reason to belleve such information will be used to the Injury of the
United States or to the advantage of a foreign government are subject to
imprisonment for not more than 20 years. I this statute is violated during
wartime, the punishment {s death or imprisonment for not more than 30 years.
Both sections 793 and 794 provide like penalties for a conviction of conspiracy
to violate either section. Section 798 provides generally that persons who com-
municate or otherwise make available to an unauthorized person or pub-
lisher, or use in any manner prejudicial to the safety or interest of the United
States or for the benefit of any foreign government any classified information

relating to cryptography or communications intelligence are subject to a fine

pf _$10,000 or 20 years _imprisonment or both.

Revised: 14 November 1969 (508)
CONFIDENTIAL
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THIS SAMPLE LETTER DOES NOT CONTAIN CLASSIFIED INFORMATION

CONFIDENTIAL ©

INFORMATION SECURITY OVERSIGHT OFFICE (:)
Washington, D.C. 20405

September 30, 1978 (:)

SUBJECT: MINIMUM REQUIRED MARKINGS FOR CLASSIFIED
DOCUMENTS (U) (:)
TO: ALL EXECUTIVE BRANCH AGENCIES

@ ©

Each portion of a classified document shall be marked. to indicate
the highest classification of information it contains. For example,
this paragraph is marked as if it contained Confidential information.

(U) The circled numbers on this page indicate those markings required
for all classified documents. The footnotes below refer to the
appropriate paragraph of this directive.
(U) Other markings shall be applied to classified material depending
on the content:
« If it is determined that the information should be down-
graded automatically, see para. I.G.4.
« If the document does not contain classified information but 7
- is used to transmit classified material, see para I.G.1l.
. If the document contains foreign government information,
see para. I1,G,.12.
. If the document contains Restricted Data or Formerly Restricted
Data, see para. I.H.1.
. If the document contains information on intelligence sources
and methods, see para. I.H.2.
» If it is determined that the information requires limitations on
reproduction andfor dissemination, see para. I.H.3.
I.M. AWARE
Director , Classified by (:)
D DeclassifyDReview for
Declassification on (:)
- Extended by (:>
G) BUNF!DEN‘HAL Reéson for extension
FOOTNOTES
1. Page markings I.G.7. . §. Date/event for declassification/
2. Office of origin ] I1.G.2. . review (check appropriate block) I1.G.3.
3. Date of classification I.G.2. 7. Extention: authority | I.G.5.
4. Subjects and titles 1.G.8.89. g, Extention: reason 1.G.s.
3. ldentity cf classifier I.G.1. 9. Mandatory portion marking 1.G.9.

Approved For Release 2006/04/19 : CIA-RDP86-00674R000300080009-0
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THIS SAMPLE LETTER DOES NOT CONTAIN CLASSIFIED INFORMATION

CONFIDENTIAL ©

INFORMATION SECURITY OVERSIGHT OFFICE (:)
Washington, D.C. 20405

September 30, 1978 (:)

SUBJECT: MINIMUM REQUIRED MARKINGS FOR CLASSIFIED

u)
for all classified documents. The footnotes below refer to the
appropriate paragraph of this directive.
(U) Other markings shall be applied to classified material depending
on the content:
. If it is determined that the information should be down-
graded automatically, see para. 1.G.4.
« [f the document does not contain classified information but 7
: is used to transmit classified material, see para I.G.1l.
. AIf the document contains foreign government information, ‘
see para. I1.G.12.
. If the document contains Restricted Data or Formerly Restricted
Data, see para. I.H.1.
. If the document contains information on intelligence sources
and methods, see para. I.H.2.
. If it is determined that the information requires limitations on
reproduction and/or dissemination, see para. I.H.3.
I.M. AWARE <:)
Director Classified by
C:l DeclassifyDReview for
Declassification on (:)
Extended by (:)
@ CDNF!DENT'AL Reason for extension
FOOTNOTES
1. Page markings 1.G.7. . 6. Datefevent for declassification/
2. Office of origin 1.G.2. . review (check appropriate block) I.¢
3. Date of classification I.G.2. 7. Extention: authority | 1.G
4. Subjects and titles I.G.8.%% 8, Extention: reason I1.G
5. ldentity of classifier I.G.1. 9. Mandatory portion marking 1.6

DOCUMENTS (U) (:)

ALL EXECUTIVE BRANCH AGENCIES

Each portion of a classified document shall be marked.to indicate
the highest classification of information it contains. For example,
this paragraph is marked as if it contained Confidential information.

The circled numbers on this page indicate those markings required
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Oviginal Classification Not to I'xceed 6 years

CONFIDENTIAL CL BY: C/S/TS classifier's employee ric
DECEL ON: a. 13 September 1980
or b, Event
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CONFIDENTIAL

Marking Original Classification on Documents Classified
in bxcess of 6 years but Not in Excess of 20 years

CONFIDENTIAL Y: C/S/TS classifier's employee no.

DECL ON: a. 13 September 1380
or b. Event

ON 13 September 1988
EXT BY TS classifier

REASON class. guide #

[1# classifier is not TS
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SECRET

Downgrading Documents

SECRET CL BY: S/TS classifier's employee no.
DOWNGRADE TO C on a. spec. date

b. Event

DECL ON: a. spec. date |

LOR_REVW ON same as a or b
: 1S classifier

REASON class. guide #

Approved For Release 2006/04/19 : CIA-RDP86-00674R000300080009-0
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SECRET

Derivative

Single Source

If the source material bears a declassification date or
event 20 years or less from the date of origin, the date or
event shall be carried forward to the new material.

[f the source material bears no declassification date or
event, or bears an indeterminate date or event such as "Upon
Notification by Originator,” "Cannot Be Determined," "Impossible
to Determine," etc., or is marked for declassification beyond
20 vears, the new material shall be marked with a date for review
for declassification at 20 years from the date of original
classification of the source material.

_ SECRET CL BY: anyone's employee no.
s C1a5S _guide or soupce doc
DECL ON: spec. date or event

OR REVW ON: date for declass review
as cited on source doc,

Approved For Release 2006/04/19 : CIA-RDP86-00674R000300080009-0



Approved For Release 2006/04/18":'CIA-RDP86-00674R000300080009-0

Derivative

Multiple

[f the source material bears a declassification date or
avent 20 years or less from the date or origin, the date or
event shall be carried forward to the new material.

If the source material bears no declassification date or
event, or bears an indeterminate date or event such as "“Upon
Notification by Originator," "Cannot Be Determined," "Impossible
to Determine," etc., or is marked for declassification beyond
20 years, the new material shall be marked with a date for
review for declassification at 20 years from the date of original
classification of the source material.

SECRET CL BY: anyone's employee no.
SOURCE: Multiple

[ "DLCL ON: Tatest date or event ]
of source materials

OR REVW ON: Tatest date or event

of source mqlsﬂ_f_els_.J
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Foreign Information

If the source material is foreign government information
bearing no date or event for declassification or is marked for
declassificatlion beyond 30 years, the new material shall be
marked for review for declassification at 30 years from the
time the information was originated by the foreign entity or
acquired or classified by the US, whichever is earlier.

SECRET CL BY: anyone's employee no.
SOURCE: a. Id of source doc.
b. Mem. of Undtg.
v ¢. class quide #
REVW ON: date (30 years)
after 1nfo was originated by
- foreign government or class. by U.S.
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CHAPTER XX—I{TERAGENCY CLAS-
) S!FIC;AIION REVIEW COMMITTEE

{Directive No. 1}

INFORMATION SECURITY OVERSIGHT
OFFICE o

Notienal Security Information

AGENCY: Interagency Classification
Review Committee (YCRC),

ACTION: Implementing dircctive.

SUMMARY: The Interagency Classifi-
cation Review Committee is publishing
this directive to Implement Executive
Order 12065, relnting Lo the classifica-
tlon, downgrading, declassification and
aafeguarding of national security In-
formation. This directive was up-
proved by the Natlonal! S8ecurity Coun-
cil for publication and issuance on
September 29, 1978. The Execcutive
order is intended Lo increase openness
in Government by lmiting classifica-
tion and accelerating declassification

but at the same time, providing tm-

proved protection agalnst unauthor-
lzed disclosure for that information
that requires such protection In the
‘interest of nationsal security. This di-
rective sets forth guidelines to ugen-
cies on original and derivative classifi-
cation, downgrading, declassification
and safeguarding of national security
information.

EFFECTIVE DATE: December 1,
1578,

FOR FURTHER
CONTACT:

Robert W, Wells, Executive Director,
ICRC, Telephone: 202-724-1578.

BUPPLEMENTARY INFORMATION:
This directive is issued pursuant to the
provisions of section 8-804 of Exetu-
tive Order 12085, The purpose of the
directive iz to assist in the Implemen-
tation of Exccutive Order 12065, and
users of the directive shall refer con-
currently to the Executlve.order for
guidance, :

INFORMATION

TABLE Or CONTENTS
8ection 1. Original Cls_usmcauon

Definition,

Classification Authority.

Request for Classification Authority,
Record Requirements,

Clasaification Procedure,

Foreign Government Information.
Btandard ldentifieation and Markings.
Additional Markings Hegquired,

1 Abbreviations,

Bectlon 11. Derivative Classificntion

A Definition.
B Responsibllity.

- Jale ¥ Julel 33

C Marking Derivatively Classified Doeu-
ments,

Sectlon 1i. Declassification and
Downgrading

Record Requirements.

Declassification Polley.

Systematic Review for Declassificatton,
Procedures for Mandatory Declassifica-
tion Review,

gaowm>»

Section 1V, Safeguarding

General.

Qeneral Restrictions on Access.

Access by Historlcal Rescarchers and
Former Prestdential Appointees.
Dissemination.

Accountability Protedures.

Storage.

Transmiltal,

Loss or Possible Compromise.,

I Destruction.

ATEO awE>

o
(=]

Seetlon V. Implementation and Review:
Challenges Lo Classilication

Seclion Vi, General Provislons

A Notification,

B Posted Notice,

C Downgrading, Declassification, and Up-
grading Markings.

D Combat Operations,

E Tublication rnd Effective Date.

L. OriciNaL CLASSIFICATION

A. Definition. “Original classifica-
tion” as used in the order means an
initial determination that information
requires protection agninst unauthor-
ized disclosure in the interest of na-
tional security, and a designation of
the level of classification (1).!

B. Classification authority. In the
absence of an authorized classifier,
anyone designated to act in that per-
s0n's mbsence may exercise the classi-
fier's authority (1-204),

C. Request for classification authori-
ty. Requests for original classification
authority for agencles not listed in sec-
tion 1-2 of the order shall be submit-
ted to the President through the In-
formation Seccurity Oversight Office.
Requests shall include: (1) The desig-
nation of the officials for whom or po-
silions for which authority Is sought,
(2) the level of authority requested,
and (3) the justification for such re-
quests, Including a description of the
type of Information that is antleipated
to require original elassification (1-2),

D. Record requirements. Agencles
and olficials granted original classifi-
cation authority pursuant to section 1-
2 of the order shall maintain a current
Hsting, by classification designation, of
individuals to whom or positions to
which original classification authority
has been delegated (1-2).

E. Classification procedure, Except
Bs provided in scction 1-303 of the
order, the fact that the information
concerns one or more of the qualifying
criteria or categories of information

'Parenthetienl references are to related
nections of Executive Order 12065.

shall net create any presumption as to
w mformation mecets the

hether
Réleiisel2006/04/19 : CIA-RDP86-6£}6€72R09930308m9-ﬂ73).

17, Forcign government informa-
tion.—1, Idcniification. “Foreign gove
ernmeoent information” is:

a. Information provided to the
United States by a foreign government
or international organization of xov-
crnments In the expectation, express
or implied, that the information s to
be kept In confidence; or

b. Information produced by the
United States pursuant to a wrilten
Joint arrangement with a foreign gov-
ernment or international organization
of governments requiring that either
the information or the arrangement,
or both, be kept in confidence. Such a
written joint arrangement may be evi-
denced by an exchange of letters,
memorandum  of understanding, or
other written record (1-303 and 6-1031,

2. Duration of classification. Unless
the guidelines developed pursnant fo
section 3-404 of the order or other
guidelines prescribe dates or events for
declassification or for review for de-
classification:

a. Forelgn government information
shall not be assigned a date or cvent
for automatic declassification unless
such {s specified or agreed to by the
forelgn government or international
organization of governments.

b. Foreign government information
classified after the effective date of
the order shall be assigned a date for
review for declassification up to 30
years from the time the information
was classified or acquired. (1-402 and
3-404).

G. Standard idenlification and
markings. At the time of original clas-
sification, the following shall be
shown on the face of paper copies of
all classified documents:

1. Identity of classifier. The identity
of the classifier, unless also the signer
or approver of the document, shall be
shown on a “classifled by" line: e.g.,
“Classified by John Doe" or Classi-
fied by Director, XXX" (1-50)ta).

2. Dale of classification and office of
origin. The date and office of origin
on a document at the time of its origi-
nation may be considered the date of
classification and identification of the
office of origin (1-501(b).

3. Date or evenl for declassification
or review. The date for automatic de-
classification or for declassification
review shall be shown on a “declassify
on” or a “review for declassification
on” line; e.g., ;'Declassify on 1 Novem-
ber 1984," “Declassify on completion
of State visit,” or “Review for declassi-
fication on 1 November 1998" (1-
501,

4, Downgrading markings, When it
I8 determined (e.g., in a classification
guide) that a classtfiecd document
should be downgraded autoraatically

FEDER/IL REGISTER, VOL. 43, NO. 194—THURSDAY, OCTOBER 5, 1978
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Mo eertatn dute or upon s certain
cvent, that date or event shall be re-
carded on the face of the document;
... “Downgraded to Secret on 1 No-
vember 1990 or “Downgraded to Con-
fidential on 1 December 1885 (1-5).

5. Jdentily of ertension authority.
The identity of the official who sutho-
rizes a date for declassification or for
review for declassificstion that i3 more
than 6 years beyond the date of the
document's  classification  shall be
shown on the document, unless that
otficial also is the classifier, $jgner, or
approver of the document. This mark-
ing shall be shown substantially as fol-
lows: “kxtended by (Insert name or
tlitle of position of agency head or Top
Secret classification authority)” (1-
502).

6. Reason for extension. When classl-
fication is extended beyord 6 years,
the reason shell e stated on the docu-
mentl either in narrative form or by
reference Lo &n agency regulation that
states the reason for extension in nar-
rative form. The reason shall be
shown  substantially as  follows.
“Reason for extension: (State rcason
or applicable reference)” ¢(1-502),

7. Overall und page marking of docu-
ments. 'The overall classifleation of &
ducument shall be markec, stamped,
or uffixed permanently at the top and
hottem of the outside of the front
cover (il any), on the titie page (if
any), on the first page, and on the out-
side of the back cover (if any). Each
interior pape of a classified document
shall be marked or stamped at the top
and bottom either according to the
highest classification of the content of
the page, including the designation
“Unclassified” when appropriate, or
according Lo the highest overall classl-
freation of the document. In any case,
thie classification marking of the page
shall not supersede the classification
marking of portions of the page
marked with lower levels of classifica-
Uon t1-501cd ),

8. Subwet und tilles. Whenever prac-
ticable, subjects and titles shall be se-
lected so as not to require classifica-
tran. When the subject or title is clas-
sitied, an unclassified ldentifier may
be nasigned to facilitate receipting and
telerence (1-5),

% Mandatory portion marking. Clas-
sifbers shall fdentify the Jevel of classi-
tication of cach classified portion of &
document  dincluding  subjects  and
tittes), and those portions that are not
clansified, Portion marking shail be pe-
comuplishied by placing a parenthetical
desighator immediately preceding or
following the text that it governs. The
symbols “(T8)Y for top secret, "(S)*
for secrel, "(C) for confidential, and
Ty for unelassified shall be used for

this  purpose. 11 individunl portion

marking I8 lmpracticable, the docu-

nent shall contain a descrintion suffi-

clent to fdentify the information that
{s classified and the level of such clas-
sification. A waliver of the portion
marking requirement may be granted
by the Director of the Information sSe-
curity Oversight Office. Requests for
such walvers shall be made by the
hicad of an ageney or designee to the
Director and shall include; (a) Identifi-
cation of the Information or classes of
documents for which such walver is
sought, (b a detailed explanation of
why the waiver should be granted, (¢)
the agency's best judgment as to the
anticipated dissemination of Lhe infor-
mation or class of documents for
which walver is sought, and (d) the
extent to which the information sub-
ject to the waiver may form a basis for
ciassification of other documents (1-
6504).

10. Material other than documents,
The classification and assoclated
markings prescribed by this directive
of documents shall, where practicable,
be affixed to material other than doc-
uments by stamping, tagging, or other
means, If this is not practicable, recipl-
ents shall be made aware of the classi-
fication and assoctated markings by
notification or other means as pre-
scribed by the agency (1-5).

11. Transmitial documents. A trans-
mittal document shall indicate on its
face the highest classification of the
information transmitted by it and the
classification, if any, of the transmit-
tal document. For example, an unclas-
sified transmittal document should
bear a notation ‘substantially as fol-
lows: “Unclassified When Classiffed
Lnclosure is Detached’ (1- 5).

12. Marking foreign government in-
Jormalion. Except in those cases
where such markings would reveal in-
telligence Information, foreign govern-
ment  information incorporated in
United States documents shall, when-
ever practicable, be identificd in such
manner as.to ensure that the foreign
government informatlon Is not declas-
sified prematurcly or made accessible
to nationals of a third country without
consetit of the originator. Documents
classified by a forelgn government or
an international organization of gov-
ermnents shall, if the foreign classifi-
cation Is uot in Englisli, be marked
with the equivalent U.8. classification.
Forelgn government information not
classifled by a foreign government or
an International organization of gov-
ernments but provided to the United
States in confldence by a foreign gov-
croment or by an international organi-
zation of governments shall be classi-
fied at an approprinte \evel and shall
be marked with the U.8. classification
accordingly (1-5).

1. Additional markings required. In
addition to the marking requirements

_in paragraph G, the following mark-

ings shall, a3 appropriate, be displayed

46281

prominently on classified information,
When display of these additiona)
markings s not practicable, their ap-
plicability to the information shall be
Included in the writlen notification of
the assigned classification (1-5).

1. Restricted data or formerly re-
stricted data. For classified informa-
tion containing restricted data or for-
merly restricted data as defined in the
Atomic Energy Act of 1954, as amend-
ed, such markings as may be pre.
scribed by the Department of Energy
in regulntions issued pursuant to the
act shall be applied.

2, Intelligence sources and methods
information. For classifled informa-
tion involving intelligence sources or
methods: “Warning Notice—~Intelii-
gence Sources and Methods Involved”.

3. Dissemination and reproduction
notice. ¥or classified information that
the originator has determined, pursu-
ant to sectlon 1-508 of the order,
should be subject Lo speclal dissemina-
tion or reproduction limitations, or
both, a statement placing the user on
notice of the restrictions shall be in-
cluded in the text of the document or
on its cover sheet; e.g., “Reproduction
requires approval of originator,” or
“Further dissemination only as direet-
ed by (Insert appropriate office or of-
ficial)” (1-508).

I. Abbreviations, Classifled docu-
ments that are transinitted electrically
may be marked with abbreviations or
codes In a single line to satisfy the re-
Quirements of each subsection of para-
graphs G and 1 {n & manner consist-
ent with economic and efficient use of
electrical transmisslon systems, pro-
vided that the full text represented by
each such abbreviation or code and jts
relalion to each subsection of para.
graphs G and H is readily available to
cach expected user of the classifled
documenta affected.

I1. DERIVATIVE CLASSIFICATION

A. Definition. “Derivative classifiea.
tion” as used tn the order means a ce-
termination that nformatiot Is in sub-
stance the sarme as iInformation that is
currently classifled, and a deslenation
of the level of classlification (2-1).

B. Responsidilily, Derlvative applica-
tion ol classification markings is a re-
sponsibility of those who incorpurate,
parephrase, restate, or generate in
new forn information that is already
classified, and of those who apply
markings in secordance with instrue-
tions from an authorized classifier or
in accordance with an authorized clas-
sification guide. Persona who apply de-
rivative classification markings should
take care to determine whether their
paraphrasing, restating, or summariz-
Ing of classified Information has re-
moved the basis for classification.
Where checks with orlginators or
other appropriate inquirics show thnat
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classification or & lower classifica-
“n thanoriginally assigned is appro-
vate, the derivative prowe
issued &8 unclassified or shull be
wrked appropriately (2-101 and 2-
2).
3. Marking dervatively classified
sumenis. Paper copies of dertvative-
classified documents shall be
rked at the tinie of origination as
iows:
. The class{{ication authority shall
shown on a *classified by” line; e.g..
lassified by (Insert ldentity of clas-
ication guide)” or “Classified by
isert source of original classifica-
1" I the classification s derived
m more than onc source, the single
rase “multiple sources" may be
ywn, provided that identification of
'h such source is maintained with
* file or record copy of the docu-
nt (2-102(¢));
. The ldentity of the office originat-
the derivatively classified docu-
nt shall be shown on the face of the
ument (2-102);
i. Dales or events for declassifica-
n or review shall be carried forward
'm the source material or classifica-
n guide and shown on a “declassify
" or "review for declassification on”
e. If the classification i3 derived
1n more than one source, the latest
.¢ for declassification or review ap-
cabie to the varlous scurce materi-
shall be applied to the new infor-
stion (2-102(c);
;. The classification marking provi-
s of sections 1.G. 7 through 9 and
i. 12 are also applicable to cleriva-
ely classified documenta (2-10:d(¢));
. Any additional marking under sec-
n 1.LH. of this directive appearing on
- gource material shall be carried
-ward to the new material when ap-
ypriate (2-102(¢)); and
i. Any sbbrevintion or code permit-
1 under section 1. 1, of this directive
v be applied to derivalively classl-
d documents.
). Classification guldes.—1. Require-
nts. Classification guides issued
rsuant to section 2-2 of the order
all
.. ldentify the Information to he
Jected, using categorization to the
Lent necessary to insure that Lthe in-
~mation involved can be identified
uwilly and uniformly (2-201)
), Btate which of the classification
slgynations (i.e., top secret, secret, or
afidential) applies to the inlorma-
n (2-201),;
;. State the duration of classification
terms of & period of time or future
~nt. When such duration {8 to
cecd 8 years, the reason for such ex-
1ision shell be provided In the guide.
wever, if the inclusion of classified
wsons would result in a level of clas-
ication for a guide that would inhib-
its desirable and required dissemina-
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tion, those reasons nced be recorded
only on or with the record coxlg of the

d. Indicate how the designations,
time limits, markings, and other re-
quirements of Lthe order and this dircc-
tive are to be applied, or make specific
reference to agency regulations that
provide for such application (2-201),

2. Review and record requiremcents.
Each classification guide shall be kept
current and shall be reviewed at least
once every 2 years. Each agency shall
maintain a st of all its classification
guides in current use (2-2),

II1. DECLASSIFICATION AND
IDOWNGRADING

A. Record requirements. Agencles
and officlals granted original classifi-
cation authority pursuant to section 1-
2 of the order shall maintain a record
of individuals or positions designated
as decclassification authorities pursu-
ant to section 3-103 of the order (3-
103).

B. Declassification policy. In making
determinations under section 3-303 of
the order, officials shall respect the
intent of the order to protect forelgn
government information and confiden-
tial foreign sources (3-303).

C. Systemnatic Review for Declassifi-
cation.—1. Systematic review guide-
lines.

a. U.S. originaled information. Sys-
tematic review guldelines shall be kept
current through review at least every
2 years, unless carlier review for revi-
sion 8 requested by the Archivist of
the United States (3-402).

b. Foreign government information,
Within { year after the effective date
of the order, hends of alfected agen-
cies shall, in consultation with the Ar-
chivist and {n accordance with the pro-
visions of section 3-404 of the order,
develop systematic review guidelines
for 30-year-old foreign government in-
formation. These guidelines shall be
kept current through review by
agency heads alb least once every 2
years, unless earller review for revision
is requested by the Archivist of the
United States. A copy of these guide-
lines and any revisions thereto shall
be furnished to the Information Sccu-
rity Oversight Office. Upon request,
the Department of State shall provide
andvice and such assistance as {8 neces-
sary to effect foreign government co-
ordination of the guidelines (3-404).

3. Systematic review procedures.—-a.
Scheduling for systematic review. Clas-
siffed nonpermanent records that are
scheduled to be retained for more
than 20 years necd not be systemati-
cally reviewed but shall be reviewed
for declassification wupon request,
Within 60 days of the effective date of
the order, heads of agencles and offi-
clals designated by the Presldent pur-
suant to section 1-2 of the order shall

direct that all ciassified. records 20
years old or older, whether held in

DP86-006¢H2080:38 098300 ARDcy or in Fed-

eral records centers, be surveyed to
Identify those that require scheduling
for future disposition. S8uch scheduling
shall be accomplished within 2 years
of the effective date of the order (3-
401),

b. Extending classification after
review,—(1) Foreign government infor-
nation. Agency heads listed In section
1-2 and offlcials deslgnated by the
President pursuant to section 1-201 of
the order may extend the classifica-
tion of foreign government informa.
tion beyond 30 years, but only in ac-
cordance with sections 3-3 and 3-404.
This authority may not be dclegated.
When  classification is  extended
beyond 30 years, a date no more than
10 years later gshall be set for declassi-
fication or for the next review. Subse-
quent reviews for declassification shall
be set at no more than 10-year inter-
vals (3-404).

(2) Waivers of further review. Heads
of agencies listed In section 1-2 and of-
ficials designated by the President
pursuant Lo section 1-201 of the order
may request from the Director of the
Oversight Office a walver of the 10-
year review requirement for both U.S.-
originated and foreign government in-
formation. Such requests shall include
a personal certification by the agency
head that the classified information
for which the walver is sought has
heen systematically reviewed as re-
quired, and that a definitive date for
declassification could not be deter-
mined. Walvers should not be request-
ed unless-the results of the review
have established an identifiuble need
to continue classification for a period
in excess of 20 additional years. Each
request shail include a recommended
date or event for subsequent review or
automatic declassification (3-401).

¢, Assistance lo the Archivist.—(1)
The head of each agency shall desig-
nate experienced personinel to assist
the Archivist of the United States in
the systematic review of 20-year-old
U.8.-originated information and 30-
yvear-old forelgn government informa-
tion accessicned Inte the National Ar-
chives of the United States, Such per-
sonnel shall:

(a) Provide guldance and assistance
te National Archives employces in
{dentifying and separating documents
and specific categories of information
within documents that are deemed to
require continued classifleation; and

(b) Submit to the head of Lthe agency
recommendations for continued ciassi-
fication that Identify documents or
speclfic categorles of information so
separated.

(2) The head of the agency shall
then make the determinations person-
ally and in writing required under sec-
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tion 3-401 of 't
documents or catepories of tnforma.
tion require continued protection. The
agency shall inform the Archivist of
the United States of this determina-
tlon (3 4).

d. Special procedures. Special proce-
dures for systematic review and decins-
sification of classified cryptologic in-
formation and classified Information
concerning the identitles of clandes-
tine human agents promulgated in ac-
cordance with the provisions of section
3-403 of the order shall be binding on
all apencies (3-403).- S

e. Forcign relations series In order
to permit the editors of foreign rela-
tions of the United Siates to meet
their mandated goal of publishing 20
vears after the event, heads of depart-
inents and agencies are requested to
assist the editors in the Department of
State by facilitaling access Lo appro-
priate classified materials in their cus-
tody and by expediting declassification
review of items from thelr files select-
ed for publication (3-4),

D. Procedures far mandatory declas-
sificalion review.

1. U.S..originuled information.—a.
Action on an inilial request. Each
Apency shall designate, in its imple-
menting regulations published in the
FrvEnal ReGisTER, offices to which re-
quests for mandatory review for de-
classification may be directed. Upon
request for declassification pursuant
o section 3-% of the order, agencies
shall apply the following procedures;

(1) The designated offices shall ac-
knowledge recetpt of the request,

(2) Whenever a request dacs not rea-
sonably describe  the information
sought, the requestor shall be notified
that unless additional information is
provided or the scope ol the request is
narrowed, ho further action will bhe un.
dertaken (3-501),

b, Information in the custody of and
under the crclusive declassification
authority of an agency. 'The designat-
ed office shall determlne whether,
under the declassificaiion provisions
of sceetion 3-3 of the order, the re-
quested information may be declassi-
fied and, if so, shall make such infor-
mation available to the requestor,
uniecss withholding is otherwise war-
ranted under applicable law, If the in-
tormation may not be released in
whole or in part, the requestor shall
be given a briel statement as to the
reasons for denial, a notice of the
“ight Lo appeal the determination to a
desipnated agency appellate authority
tncluding name, title, and address of
such authority), and a notice that
such an appeal must be filed with the
apency within 60 days in order to be
consdered (3-501),

o dnrormation classificd by agencics
aolicer than the cusiodial agency. When
an ageney receives a request for infor-

RULES AND REGULATIONS

flod by aunother agency, s shali for-
ward the request to the appropriate
agency for review, together with a
copy of the document contanining the
information requested whore practiea-
ble, and with {ts recominendation to
withhold any of the informnation
where appropriate. Unless the agency
that classified the information objects
on grounds that its association with
the information requires protection,
the agency that rcecelved the request
shall also notify the requestor of the
referral. After the agency that classi-
fied the information. complctes its
review (in coordination with other
agencies that a direct interest in the
subject matter), a2 response shall be
sent Lo the requestor in accordance
with the procedures described above,
If requested, the agency shall also
communicate its determination to the
referring agency (3-501).

d. Action on appeal. The head of an
agency or a designee shall establish
procedures to act within 30 days upon
all appeals of denfals of requests for
declassiftcation. These  procedures
shall provide for meaningful appellate
consideration, shall be forwarded to
the Oversight Office for review. and
shall be published in the Feperar Reg-
1STER. In accordance with these proce-
dures, agencies shall determine whieth-
er continued classification is required
in whole or In part, notify the reques-
tor of the determinatinon, and make
avallable any {nformation that is de-
classified and otherwise releasable. If
continuned classification s required
under the provisions of section 3-3 of
the order, the requestor shall be noti-
fied of the reasons therefor. If re-
quested, the agency shall also commu-
nicate the appeal determination to
any referring agency (3-5 and 5-
404(¢)),

‘e. Fees. If Lthe request requires the
rendering of services for which falr
and equitable fees may Le charged
pursuant ot title 5 of the Independent,

Offices Appropristion Act, 65 Stat, -

200, 31 U.8.C. 483a (1976), such [ces
may be imposed at the discretion of
the agency rendering the services,
Schedules of such fees shall be pub-
HUshed in the FEperaL REGISTER (3-
501).

2. Foreign governmend information.
ixcept as provided hercinafter, re-
quoesls for mandatory review for the
declassification of classified docu-
ments that conain foreign govern-
ment information shall be processed
and acted upon tn necordiinee with the
provisions of section D.1 above. If the
agency receiving the request is also
the agency that injtially received or
classified the foreign government in-
formaation, it shall detetmine whether
the foreign government information in
the document may be declassified and
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policy or guldelines, after consulting
with other agencles that have subject
matter interest as necessary. If the
agency recelving the request is not the
agency that recelved or classified the
forelgn government information, it
shall refer the request to the appropri-
ale agency, which shall take action as
described above, Including its recom-
mendation té withhold any of the in-
formation where appropriate. In those
cases where agency policy or guide-
lines do not apply, consultation with
the forelgn originator through appro-
priate channels may be advisable prior
to final action on the request (3-5).

IV. SAPEGUARDING

A. General. Information classifled
pursuant to Executive Order 12065 or
prior ordera shall be afforded a lavel
of protection agrinst unautho:sized dls-
closure commensurate with its levei of
clagsification (4-1).

B. General restrictions on access.

1. Dclermination of nced-to-know.
Classifled information shall be made
avallable to a person only when the
possessor of the classified information
establishes in each instance, except as
provided in scction 4-3 of the order,
that access is essential to the accom-
plishment of official Government
dutics or contiractusl obligations (4-
101).

2. Determination of trustworthiness..
A person s eligible for access to classl-
fied information only after a shewing
of trustworthiness as determined by
agency heads based upon appropriate
investigations In accordance with ap-
plicable standards and criteria (4-101).

C. Access by Aislorical rescarchers
and former Presidential appaintees.
Agencies shall obtain: (1) Written
agreements from requestors to safe-
guard the information to which they
are given access as permitted by the
order and this directive; and (2) writ-
ten consent Lo the agency's review of
thelr notes and manuscripts for the
purpose of determining that no classj.
fled information is contained therein.
A determination of trustworthiness is
8, precondition to a requestour’s necess.
If the access requested by hlstarical
researchers and former Presidential
appointees requires the rendering of
services for which fair and equitable
fees may be charged pursuant to title
5 of the Independent Offices Appro-
priations Act, 65 Stat. 290, 31 US.C.
483a (1976), the reque;tor shall be so
notified and the fees may be Imposed
(4-3).

D. Disseminalion., Except ns other-
wlue provided by section 102 of the Na-
tional Security Act of 1947, 81 Stat.
495, 50 U.S.C. 403 (1970 and Supp. V
1995), classified information originat-
ing In one agency may not be dissemi-
nated outside any other apency to
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which it has been made avallable with-
»ut the consent of the originating
wency (4-403), ’

E.  Accountability procedures.—1.
Top secret. Top secret control officers
shall be designated to receive, trans-
nit, and maintain current access and
wecountabllity records for ton secret
nformatfon. An inventory of top
weret documents -shall be made at
reast annually; however, heads of
agencies may asuthorize the annual in-
ventory of top secret documents in re-
»wositories, libraries, or activities sthat
store large volumes of such informa-
tion to be limited to documents to
which access has been afford:d within
the past 12 months. The Director of
the Oversight Office mmay grant a
waiver with respect to the requirement
of an snnual inventory for storage sys-
tems involving large volumes of infor-
mation {f securily mceasures with re-
spect to such storage systems are ade-
quate to prevent access by uvnauthor-
ized persons (4-103).

2. Secret and confidential. Secret
and confidential classified information
shall be subject to such contirols and
current accountability recorcls as the
liead of the agency may prescribe (4-
103).

F. Storage. Classified information
shali be stored only iIn facliities or
under conditions adequate to prevent
unauthorized persons from gaining
access to it (4-103).

11. Top secret. Top secret informa-
tion shall’ be stored in a GSA-ap-
proved, safe-type, stecl file cabinet
having a built-in, three-position, dial-
type combination lock or within an ap-
proved vault, or vault-type room, or in
other storage facility that meets the
standards for tob secret established
under thie provisions of subsection 3
below. In addition, heads of agencles
shall prescribe such additional, supple-
mentary controls as are deemed appro-
priate to restrict unauthorized access
to areas where such information is
stored (4-103).

2. Secret and confidential, Secret
and confidential Information shall be
stored In & manner and under the con-
ditions prescribed for top secret infor-
mation, or in a container or vault that
meets the standards for secret or con-
{idential, established pursuant to the
provisions of subsections 3 or 4 below
(4-103).

3. Standards for security equipment.
The General Services Administration
shall, In coordination with agencies
originating classified information, es-
tablish and publish uniform standards,
speclfications, and supply schedules
for containers, vaults, alarm systems,
and associated security devizes suit-
able for the storage and protection of
all categorles of classified information.
Any agency may establish more strin-
gent standards for (s own use. When-

RULES AND REGULAYIONS

ever new security equipment is pro-
cured, it shall be in conformance with
the standards and speecifications re-
ferred to above and shall, to the maxi-
mum extent practicable, be of the type
designated on the Federal Supply
Schedule, General Services Adminis-
tration (4-103).

4. Exceplion lo standards for secusi-
ty equipment,—a. Becret and confiden-
tial information may also be stored in
a steel filing cabinet having a bulit-in,
three-position, dial-type, changeable
combination lock, or a steel filing cabi-
net equipped with a steel lock bar, pro-
vided it Is sccured by a thrée-position,
changeable, combination padlock ap-
proved by GSA for the purpose. The
storage of secret information in the
steel filing cabinets described above re-
quires the use of such supplementary
controls .as the head of the agency
deems necessary to achieve the degree
of protection warranted by the sensi-
tivity of the information involved (4-
103).

b. For protection of bulky secret and
confidential material (for example,
weaponry contalning classified compo-
nents) in magazines, strong rooms, or
closed areas, access oenings may be se-
cured by changeable combination or
key-operated, high-security padlocks
approved by GSA. When key-operated
padlocks are used, keys shall be con-
trolled in aceordance with subsection 6
below (4-103).

5. Combinations.—a. Equipment in
service. Combinations to dial-type
locks shall be changed only by persons
having appropriate security clearance,
and shall be changed whenever such
equipment Is placed in use, whenever a
person knowing the combination no
longer requires access to the combina-
tion, whenever a combination has been
subjected to possible compromise,
whenever the equipment is taken out
of service, and at least once every
year. Knowledge of combinations pro-
tecting classifled information shall be
limited to the minimum number of
bersons necessary for operating pur-
poses. Records of combinations shall
be classified no lower then the highest
level of classified information to be
stored in the security equipment con-
cerned (4-103).

B. Equipment out of service. When
sccurity equipment having a built-in
combination lock Is taken out of scrv-
lce, the lock shall be reset to the
standard combination 50-25-50. Com-
bination padlocks shall be reset to the
standard combination 10-20-30 (4-
103). :

6. Keys. Heads of agencles shall es-
tablish administrative procedures for
the control and accountability of keys
and locks whenever key-operated,
high-security padlocks are utilized.
The level of protection provided such
keys shall be equivalent to that afford-
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ed the classified information being
protected. Under no circumstances
may keys be removed from the prem-
Ises, They shall be stored In a secure
container (4-103).

7. Responsibilities of custodians.
Persons entrusted with classified in-
formation shall be respousible for pro-
viding protection and accountabiility
for such information nt all times and
for locking classiffed information in
approved security equipment when-
ever it is not in use or under direct su-
pervision of authorized persons. Custo-
dians shall follow proccdures that
insure unauthorized persons do not
gain access to classified Information
(4-103).

8. Inspeciions. Individuals charged
with the custody of classitied informa-
tion shall conduct the necessary in-
spections within their areas to insure
adherence to procedural safeguards
prescribed to protect classified infor-
mation. Agency security officers shall
insure that periodic inspections are
made to determine whether procedur-
al safeguards prescribed by agency
regulations are in effect at all times
(4-103), .

G. Transmittal.—1. Preparation and
receipting. Classifled  information
shall be enclosed in opaque inner and

" outer covers before transmitting. The

inner cover shall be & sealed wrapper
or envelope plainly marked with the
assigned classification and addresses
of both sender and addressee. The
outer cover shall be senled and ad-
dressed with no identification of the
classification of its contents, A receipt
shall be attached to or enclosed in the
inner cover, except that confidential
information shall require a receipt
only if the sender deems it necessary.
The receipt shall Identify the sender,
addressee, and the document, but shall
contaln no classitied information. It
shall be immedlately signed by the re-
ciptent and returned to the sender.
Any of these wrapping and receipting
requirements may be waived by
agency heads under conditions that
will provide adequate protection and
prevent access by unauthorized per-
sons (4-103),

2, Transmittal of top secret. The
transmittal of top secret information
shall be by specifically designated per-
sonnel, by State Department diplo-
matic pouch, by a messenger-courier
system speclally created for that pur-
pose, or over authorized secure com-
munications circuits (4-103).

3. Transmittal of secret. The trans-
mittal of secret material shall be ef-

-fected in the following 1nanner:

a. The 50 States, District of Colum-
bia, and Puerto Rico. Secret informa-
tion may be transmitted within and
between the 50 States, District of Co-
lumbia, and Puerto Rico by one of the
means authorized for top secret infor-
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mation, by the U.8. ’ostal 8ervice reg-
istered malil, or by protective services
provided by U.S. alr or surface com-
inercia) carriers under such conditions
as may be prescribed by the head of
the agency concerned (4-103),

b. Cunadian Governmenl Installa-
tions. Secret Information may be
transmitted to and between Uniled
States Government and Canadian
Governmeni installations in the 50
States, Lthe District of Columbia, and
Canads by United States and Canadi.
o registered mall with registered mail
receipt (4-103).

c. Other uareas. Secret information
may be transmitted from, to, or within
areas other than those specified in
subsections B or b above by one of the
means established for top secret infor-
mation, or by U.S. rcgistered mail
through Army, Navy, or Alr Force
Postal Service facilities provided that
the information does not at any time
pass out of U.S. citizen control and
does not pass through a foreign postal
system. Transmittal outside such aress
may also be accomplished under escort
, of appropriately elcared personnel
aboard U.S. Govermment and U.S.
Government contraet vehicles or alr-
crafl, ships of the United States Navy,
civil service manned U.S. Naval ships,
and ships of U.8. Registry. Operators
of vehicles, captains or masters of ves-
sels, and pilots of alrcraft who are U.S.
citizens and who &are appropriately
cleared may be destgnuted as escorts
(4-103). )

4. Transmittal of confidential infor-
mation. Confidential iInformation
shall be transmitted within and be-
tween the 80 Siates, the District of Co-
jumbia, the Commonwealth of Puerto
Rico, and U.S. territories or posscs-
sions by one of the means established
for higher classifications, or by U.S.
Postal Service certified, first class, or
express mail service when prescribed
by an agency head. Qutside these
areas, coniidential information shall
be transmitted only as is authorized
for higher classificalions (4-103).

H. Loss or possible compromise. Any
person who has knowledge of the loss
or possible compromise of classified in-
formation shall immediately report
the circumstances to an official deslg-
inated by the agency or organization.
In turn, the orglnating agency shall be
notified aboul the loss or compromise
in order that a damage assessment
may be conducted and appropriate
measures taken to negate or minimize
any adverse effect of such a compro-
mise. An imnediate inquiry shall be
inftiated by the agency under whose
cognizance the loss or comprom!se or-
curred, for the purpose of taking cor-
rective meastres and appropriate ad-
ministrative, disciplinary, or legal
action (4-103).

I. Destruction. Nonrecord classzified
information that has scrved its intend-
ed purpose shall be destroyed in ac-
cordance with procedures and meth-
ods approved by the head of the
agency. The method of destruction se-
iected must preclude recognition or re-
construction of the classified informa-
tion or material (4-103).

V. IMPLEMENTATION AND REVIEW

Challenges lo classification. Agency
programs established to implement
the order shall encourage holders of
classifled tnformation to challenge
classification in cases where there s
reasonable cause to believe that infor-
mation s classified unnecessarily, im-
properly, or for an inappropriate
period of time. These programs shall
provide for action on such challenges
or appeals relating thereto within 30
days of receipt and for notiflcation to
the challenger of the results. When re-
quested, anonymity of the challenger
shall be prescrved (5-404¢d)).

V1. GuNERAL PROVISIONS

A. Notification. Notlfication of un-
scheduled changces In classification or
changes in duration of classification
may be by general rather than specific
notice (4-102),

B, Posted notice, If prompt remark-

4628!.

ing of large quantities of informatio
would be unduly burdensome. the cus
todian may attach a change of classifi
catlon notice to the storage unlt L
lieu of ihe marking action otherwist
required. Each notice shall indlcat:
the change, the autho:sity for the
action, the date of the action, and the
storage units to which {t applies. Item:
permanently withdrawn {rom suci
storage units shall be marked prompt
ly tn accordance with the mmarking pro
visions hercin, However, when infor
mation subject to a posted downgrad-
ing, upgrading, or declassification
notice is withdrawn from one storage
unii solely for transfer to another, or
a storage unit containing such Infor
mation is transferred from one place
to another, the transfer may be made
without marking if the notice is at.
tached to or remains with each ship-
ment (4-102),

C. Downgprading, declassificalion,
and upgrading markings. Whenever a
change is made in the original classifi-
cation or In the dates of downgrading
or declassification of any classified in-
formation, it shall be promptly and
conspicunously marked to indicate the
change, the authority for the action,
the date of the actlon, and the {denti-
ty of the person taking the_ gction.
Earlicr classification markings shall be
cancelled when practicable (4-102).

D. Combatl operations. The provi.
sions of the order and this Directive
with regard to dissemination, trans-
mittal, or safeguarding of classifled In.
formation may bhe so modified in con-
nection with combat or combat-telated
operations as the 8ecretary of Defense
may by regulations prescribe (4-103).

E. Publication and effective date.
This directive shall be published in
the Feperal Rrcister. It shall become
effective Decembcer 1, 1978 (8-204).

Jamrs B. RHOADS,
Acting Chairman, Inleragency
Classification Review Com-
mittee.
OcToseR 2, 1978,
{FR Doc. 76-28101 Filed 10-4-78; 8.45 am]
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presidential documents

(3195-01]
Title 3—The President

Executive Order 12065 June 28, 1978

National Security information

By the authority vested in me as President by the Constitution and laws of
the Unitzd States of America, in order to balance the public’s interest in
access to Government information with the need to protect certain mational
security information from disclosure, it is hereby ordered as follows:
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SECTION 1. ORIGINAL CLASSIFICATION.
1-1. Clasiification Designation.

1-1C1. Except as provided in the Atomic Energy Act of 1954, as amend-
ed, this Order provides the only basis for tlassifying information. Information
may be classified in one of the three designations listed below. If there is
reasonable doubt which designation is appropriate, or whether the information
should be classified at all, the less restrictive designation should be used, or
the information should not be classified.

1-102. “Top Secret” shall be applied only to information, the unauthor-
ized disclosure of which reasonably could be expected to cause exceptionally
grave damage to the national security.

1-103. “Secret” shall be applied only to information, the unauthorized
disclosure of which reasonably could be expected to cause serious damage to
the national security.

1-104. “Confidential” shall be applied to information, the unauthorized
disclosure of which reasonably could be expected to cause identifiable damage
to the national security.

1-2. Classification Authority.

1-201. Top Secret. Authority for original classification of information as
Top Secret 'may be exercised only by the President, by such officials as the
President may designate by publication in the FEDERAL REGISTER, by the
agency heads listed below, and by officials to whom such authority is delegat-
ed in accordance with Section 1-204:

The Secretary of State

The Secretary of the Treasury

The Secretary of Defense

The Secretary of the Army

The Secretary of the Navy

The Secretary of the Air Force

The Attorney General

The Secretary of Energy

The Chairman, Nuclear Regulatory Commission

The Director, Arms Control and Disarmament Agency

The Director of Central Intelligence

The Administrator, National Aeronautics and Space Administration

The Administrator of General Services (delegable only to the Director,
Federal Preparedness Agency and to the Director, Information Security Over-
sight Office)

1-202. Secret. Authority for original classification of information as Secret
may be exercised only by such officials as the President may designate by
publication in the FEDERAL REGISTER, by the agency heads listed below, by
officials who have Top Secret classification authority, and by officials to whom
such authority is delegated in accordance with Section 1-204:

“The Secretary of Commerce

The Secretary of Transportation

The Administrator, Agency for International Development
The Director, International Communication Agency

1-203. Confidential. Authority for original classification -of information as
Confidential may be exercised only by such officials as the President may
designate by publication in the FEDERAL REGISTER, by the agency heads listed
below, by officials who have Top Secret or Secret classification authority, and
by officials to whom such authority is delegated in accordance with Section 1-
204:
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The President and Chairman, Export-Import Bank of the United States
The President and Chief Executive Officer, Overseas Private Investment
Corporation

1-204. Limitations on Delegation of Classification Authority.

(a) Authority for original classification of information as Top Secret may
be delegated only to principal subordinate officials who have a frequent need
to exercise such authority as determined by the President or by agency heads
listed in Section 1-201.

(b) Authority for original classification of information as Secret may be
delegated only to subordinate officials who have a frequent need to exercise
such authority as determined by the President, by agency heads listed in
Sections 1-201 and 1-202, and by officials with Top Secret classification
authority.

(c) Authority for original classification of information as Confidential may
be delegated only to subordinate officials who have a frequent need to exer-
cise such authority as determined by the President, by agency heads listed in
Sections 1-201, 1-202, and 1-208, and by officials with Top Secret classifica-
tion authority.

(d) Delegated original classification aul.honty may not be redelegated.

(e) LLach delegation of original classification authority shall be in writing
by name or title of position held.

() Delegations of original classification authority shall be held to an
absolute minimum. Periodic reviews of such delegations shall be made to
ensure that the officials so dcsignated have demonstrated a continuing need to
exercise such authority.

1-205. Exceptional Cases. When an employee or contractor of an agency
that does not have original classification authority originates information be-
lieved to require classification, the information shall be protected in the
manner prescribed by this Order and implementing directives. The informa-

- tion shall be transmitted promptly under appropriate safeguards to the agency
which has appropriate subject matter interest and classification authority. That
agency shall decide within 30 days whether to classify that information. If it is
not clear which agency should get the information, it shall be sent to the
Director of the Information Security Oversight Office established m Section 5-
2 for a determination.

1-8. Classification Regquirements.

1-301. Information may not be considered for classification unless it
concerns:

(a) railitary plans, weapons, or operations;

(b) foreign government information;

{c) intelligence activities, sources or methods;

(d) foreign relations or foreign activities of the United States;

(e) scientific, technological, or economic matters relating to the national
security;

() United States Govemmem programs for safeguardmg nuclear materials
or facilities; or

{g) other categories of information which are related to national security
and which require protection against unauthorized disclosure as determined
by the President, by a person designated by the President pursuant to Section
1-201, or by an agency head.

1-302. Even though information is determined to concern one or more of
the criteria in Section 1-301, it may not be classified unless an original
classification authority also determines that its unauthorized disclosure reason-
ably could be expected to cause at least identifiable damage to the national
security.

FEDERAL lEGtSTEl—VbL 43, NO. 128MONDAY, JULY 3, 1978

Approved For Release 2006/04/19 : CIA-RDP86-00674R000300080009-0

28951



Approved For Release 2006/04/19 : CIA-RDP86-00674R000300080009-0

28952 THE PRESIDENT

1-303. Unauthorized disclosure of foreign government information or the
identity of a confidential foreign source is presumed to cause at least identifi-
able damage to the national security.

1-304. Each determination under the criterion of Section 1-301(g) shall
be reported promptly to the Director of the Information Security Oversight
Office.

1-4. Duration of Classification.

1-401. Except as permitted in Section 1-402, at the time of the original
classification each original classification authority shall set a date or event for
automatic declassification no more than six years later.

1-402. Only officials with Top Secret classification authority and agency
heads listed in Section 1-2 may classify information for more than six years
from the date of the original classification. This authority shall be used spar-
ingly. In such cases, a declassification date or event, or a date for review, shall
be set. This date or event shall be as early as national security permits and
shall be no more than twenty years after original classification, except that for
foreign government information the date or event may be up to thirty years
after original classification.

1-5. Identification and Markings.

1-501. At the time of original classification, the following shall be shown
on the face of paper copies of all classified documents:

(a) the identity of the original classification authority;

(b) the office of origin;

(c) the date or event for declassification or review; and

(d) one of the three classification designations defined in Section 1-1.

1-502. Documents classified for more than six years shall also be marked
with the identity of the official who authorized the prolonged classification.
Such documents shall be annotated with the reason the classification is expect-
ed to remain -necessary, under the requirements of Section 1-3, despite the
passage of time. The reason for the prolonged classification may be stated by
reference to criteria set forth_in agency implementing regulations. These
criteria shall explain in narrative form the reason the information needs to be
protected beyond six years. If the individual who signs or otherwise authenti-
cates a document also is authorized to classify it, no further annotation of
identity is required.

1-503. Only the designations prescribed by this Order may be used to
identify classified information. Markings such as “For Official Use Only” and
“Limited Ofﬁcial Use” may not be used for that purpose. Terms such as

“Conference” or “Agency” may not be used-in conjunction with the classifica-
tion designations prescribed by this Order; e.g., “Agency Confidential” or
“Conference Confidential.”

1-504. In order to facilitate excerpting and other uses, each classified
documerit shall, by marking or other means, indicate clearly which portions
are classified, with the applicable classification designation, and which portions
are not classified. The Director of the Information Security Oversight Office
may, for good cause, grant and revoke waivers of this requirement for speci-
fied classes of documents or information.

1-505. Foreign government information shall either retain its original
classification designation or be assigned a United States classification designa-
tion that shall ensure a degree of protection equivalent to that required by the
entity that furnished the information.

1-506. Classified documents that contain or reveal information that is
subject to special dissemination and reproduction limitations authorized by
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this Qrder shall be marked clearly so as to place the user on notice of the
-restrictions,

1-6. Prohibitions.

1-€01. Classification may not be used to conceal violations of law, ineffi-
ciency, or administrative error, to prevent embarrassment to a person, organi-
zation or agency, or to restrain competition. 7 .o

1-602. Basic scientific research information not clearly related to the
national security may not be classified.

1-603. A product of non-government research and development that does
not incorporate or reveal classified information to which the producer or
developer was given prior access may not be classified under this Order until
and unless the government acquires a proprietary interest in the product. This
Order coes not affect the provisions of the Patent Secrecy Act of 1952 (85
U.S.C. 181-188). X :

1-604. References to classified documents that do not disclose classified
information may not be classified or used as a basis for classification.

1-605. Classification may not be used to limit dissemination of informa-
tion that is not classifiable under the provisions of this Order or to prevent or
delay the public release of such information.

"~ 1-606. No document originated on or after the effective date of this
‘Order may be classified after an agency has received a request for the docu- .
ment under the Freedom of Information Act or the Mandatory Review provi-
sions of this Order (Section 8-5), unless such classification is consistent with
this Order and is authorized by the agency head or deputy agency head.
Documents originated before the effective date of this Order and subject to
such a vequest may not be classified unless such classification is consistent
with this Order and is authorized by the senior official designated to oversee
the agency information security program or by an official with Top Secret
classification authority. Classification authority under this provision shall be
exercised personally, on a document-by-document basis.

1-607. Classification may not be restored to documents already declassi-
fied and released to the public under this Order or prior Orders.

SECTION 2. DERIVATIVE CLASSIFICATION.
2-1. Use of Derivative Classification.

2-101. Original classification authority shall not be delegated to persons
‘who only reproduce, extract, or summarize classified information, or who only
apply classification markings derived from source material or as directed by a
classification guide,

2-102. Persons who apply such derivative classification markirigs shall:

{a) respect original classification decisions; '

(b) verify the information’s current level of classification so far as practica-
ble before applying the markings; and

(c) carry forward to any newly created documents the assigned dates or
events fcr declassification or review and any additional authorized markings,
in accorclance with Sections 2-2 and 2-301 below. A single marking may be
used for documents based on multiple sources.

2-2. Classification Guides.

2-201. Classification guides used to direct derivative classification shall
specifically identify the information to be classified. Each classification guide
shall specifically indicate how the designations, time limits, markings, and
other requirements of this Order are to be applied to the information.
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2-202. Each such guide shall be approved personally and in writing by an
agency head listed in Section 1-2 or by an official with Top Secret classifica-
tion authority. Such approval constitutes an original classification decision.

2-3. New Material.

2-801. New material that derives its classification from information classi-
fied on or after the effective date of this Order shall be marked with the
declassification date or event, or the date for review, assigned to the source
information.

2-302. New material that denves its classification from information classi-
fied under prior Orders shall be treated as follows:

(a) If the source material bears a declassification date or event twenty
years or less from the date of origin, that date or event shall be camed
forward on the new material.

(b) If the source material bears no declassification date or event or is
marked for declassification beyond twenty years, the new material shall be
marked with a date for review for declassification at twenty years from the date
of original classification of the source material.

(c) If the source material is foreign government information bearing no
date or event for declassification or is marked for declassification beyond
thirty years, the new material shall be marked for review for declassification at
thirty years from the date of original classification of the source material.

SECTION 3. DECLASSIFICATION AND DOWNGRADING.
8-1. Declusstfication Authority.

3-101. The authority to declassify or downgrade information classified
under this or prior Orders shall be exercised only as specified in Section 3-1.
3-102. Classified information may be declassified or downgraded by the
official who authorized the original classification if that official is still serving
in the same position, by a successor, or by a supervisory official of either.
3-103. Agency heads named in Section 1-2 shall designate additional

. officials at the lowest practicable echelons to exercise declassification and

downgracling authority.

3-104. If the Director of the Information Security Oversight Office deter-
mines that inforimation is classified in violation of this Order, the Director may
require the information to be declassified by the agency that originated the
classification. Any such decision by the Director may be appealed to the
National Security Council. The information shall remain classified until the
appeal is decided or until one year from the date of the Director’s decision,
whichever occurs first.

3-105. The provisions of this Order relating to declassification shall also
apply to agencies which, under the terms of this Order, do not have original
classification authority but which had such authority under prior Orders.

3-2. Tvansferved Information.

3-201. For classified information transferred in con_]uncnon with a trans-
fer of functions—not merely for storage purposes—the receiving agency shall
be deemed to be the originating agency for all purposes under this Order.

3-202.. For classified information not transferred in accordance with Sec-
tion 3-201, but originated in an agency which has ceased to exist, each agency
in possession shall be deemed to be the originating agency for all purposes
under this Order. Such informations may be declassified or downgraded by the
agency in possession after consulting with any other agency having an interest

in the subject matter.
3-20%. Classified information transferred to the General Services Admin-
istration for accession into the Archives of the United States shall be declassi-
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fied or downgraded by the Archivist of the United States in accordance with
this Order, the directives of the Information Security Oversight Office, and
the agency guidelines. '

3-204. After the termination of a Presidential administration, the Archivist
of the United States shall review and declassify or downgrade all information
classified by the President, the White House Staff, committees or commissions
appointec by the President, or others acting on the President’s behalf. Such
declassification shall only be undertaken in accordance with the provisions of
Section 3.-504.-

3-3. Declassification Policy.

3-301. Declassification of classified information shall be given emphasis
comparable to that accorded classification. Information classified pursuant to
this and prior Orders shall be declassified as early as national security consid-
erations permit. Decisions concerning declassification shall be based on the
loss of the information’s sensitivity with the passage of ume or on the occur-
rence of z decla,ssxﬁcauon event.

3-3022. When information is reviewed for declassification pursuant to this
Order or the Freedom of Information Act, it shall be declassified unless the
declassification authority established pursuant to Section 3-1 determines that
the information continues to meet the classification requirements prescribed in
Section 1--3 despite the passage of time.

3-803. It is presumed that information which continues to meet the
classification requirements in Section 1-3 requires continued protection. In
some cases, however, the need to protect such information may be outweighed
by the public interest in disclosure of the information, and in these cases the
information should be declassified. When such questions arise, they shall be
referred 10 the agency head, a senior agency official with responsibility for
processing Freedom of Information Act requests or Mandatory Review re-
quests under this Order, an official with Top Secret classification authority, or
the Archivist of the United States in the case of material covered in Section 3-
503. That- official will determine whether the public interest in -disclosure
outweighs the damage (o national security that mlght reasonably be expected
from disclosure.

8-4. Systematic Review Jor Declassification, .

8-40]. Classified information constituting permanently valuable records
of the Government, as defined by 44 U.5.C. 2103, and information in the
possession and control of the Administrator of General Services, pursuant to
44 U.S.C. 2107 or 2107 note, shall be reviewed for declassification as it
becomes twenty years old. Agency heads listed in Section 1-2 and officials
designated by the President pursuant to Section 1-201 of this Order may
extend classification beyond twenty years, but only in"accordance with Sections
3-3 and 3-402. This authority may not pe delegated. When classification is
extended beyond twenty years, a date no more than ten years later shall be set
for declassification or for the next review. That date shall be marked on the
document. Subsequent reviews for declassification shall be set at no more
than ten vyear intervals. The Director of the Information Security Oversight
Office may extend the period between subsequent reviews for specific catego-
ries of documents or information,

3-402. ‘Within 180 days after the effective date of this Order, the agency
heads’ listed in Section 1-2 and the heads of agencies which had original
classification authority under prior orders shall, after consultation with the
Archivist of the United States and review by the Information Security Over-
sight Office, issue and maintain guidelines for systematic review covering
twenty-year old classified information under their jurisdiction. These guide-
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lines shall state specific, limited categories of information which, because of
their national security sensitivity, should not be declassified automatically but
should be reviewed item-by-item to determine whether continued protection
beyond twenty years is needed. These guidelines shall be authorized for use
by the Archivist of the United States and may, upon approval of the issuing
authority, be used by any agency having custody of the information. All
information not identified in these guidelines as.requiring review and for
which a prior automatic declassification date has not been established shall be
declassified automatically at the end of twenty years from the date of original
classification. :

3-433. Nothwithstanding Sections 3-401 and 8-402, the Secretary of
Defense may establish special procedures for systematic review and declassifi-
cation of classified cryptologic information, and the Director of Central Intelli-
gence may establish special procedures for systematic review and declassifica-
tion of classified information concerning the identities of clandestine human
agents. These procedures shall be consistent, so far as practicable, with the
objectives of Sections 3-401 and 3-402. Prior to implementation, they shall be
reviewed and approved by the Director of the Information Security Oversight
Office and, with respect to matters pertaining to intelligence sources and
methods, by the Director of Central Intelligence. Disapproval of procedures by
the Director of the Information Security Oversight Office may be appealed to
the National Security Council. In such cases, the procedures shall not be
implemented until the appeal is decided.

3-404. Foreign government information shall be exempt from automatic
declassification and twenty year systematic review. Unless declassified earlier,
such information shall be reviewed for declassification thirty years from its
date of origin. Such review shall be in accordance with the provisions of
Section 3-3 and with guidelines developed by agency heads in consultation
with the Archivist of the United States and, where appropriate, with the
foreign government or international organization concerned. These guidelines
shall be authorizéd for use by the Archivist of the United States and may,
upon approval of the issuing authority, be used by any agency having custody
of the information.

8-405. Transition to systematic review at twenty years shall be implement-
ed as rapidly as practicable and shall be completed no more than ten years
from the effective date of this Order. '

8-5. Mandatory Review for Declassification.

3-501. Agencies shall establish a mandatory review procedure to handle
requests by a member of the public, by a government employee, or by an
agency, to declassify and release information. This procedure shall apply to
information classified under this Order or prior Orders. Except as provided in
Section 3-503, upon such a request the informaton shall be reviewed for
possible declassification, provided ®he request reasonably describes the infor-
mation. Requests for declassification under this provision shall be acted upon
within 60 days. After review, the information or any reasonably segregable
portion thereof that no longer requires protection under this Order shall be
declassificd and released unless withholding is otherwise warranted under
applicable law. "

8-502. Requests for declassification which are submitted under the provi-
sions of the Freedom of Information Act shall be processed in accordance with
the provisions of that Act.
~ 3-503. Information less than ten years old which was originated by the
President, by the White House Staff, or by committees or- commissions ap-
pointed by the President, or by others acting on behalf of the President,
including such information in the possession and control of the Administrator
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of General Services pursuant to 44 U.S.C. 2107 or 2107 ‘note, is exempted
‘from the provisions of Section 8-501. Such information over ten years old
shall be subject to mandatory review for declassification. Requests for manda-
tory review shall be processed in accordance with procedures developed by
the Archivist of the United States. These procedures shall provide for consul-
tation with agencies having primary subject matter interest. Any decision by the
‘Archivist may be appealed to the Director of the Information Security Over-
sight Office. Agencies with primary subject matter interest shall be notified
promptly of the Director’s decision on such appeals and may further appeal to
the National Security Council through the process set forth in Section $-104.

3-504. Requests for declassification of classified documents originated by
an agency but in the possession and control of the Administrator of General
Services, pursuant to 44 U.S.C. 2107 or 2107 note, shall be referred by the

Archivist to the agency of origin for processing in accordance with Section 3-

501 and for direct response to the requestor. The Archivist shall inform
requestors of such referrals.

3-505. Nq agency in possession of a classified document may, in response
to a request for the document made under the Freedom of Information Act or
this Order’s Mandatory Review provision, refuse to confirm the existence or
non-existence of the document, unless the fact of its existence or non-exis-
tence would itself be classifiable under this Order.

3-6. Dourngrading.

3-601. Classified information that is marked for automatic downgrading is
downgraded accordingly without notification to holders.
~ 8-602. Classified information that is not marked for automatic -downgrad-
ing may be assigned a lower classification designation by the originator or by
other authorized officials when such towngrading is appropriate. Notice of
downgrading shall be provided to holders of the information to the extent
practicable. B ‘

-SECTION 4. SAFEGUARDING.
. 4-1. General Restrictions on Access.

4-101. No person may be given access to classified information unless
-that person has been determined to be trustworthy and unless access is
necessary for the performance of official duties. o

4-102. All classified information shall be marked conspicuously to put
users on notice of its current dassification status and, if appropriate, to show
any special distribution or reproduction restrictions authorized by this Order.

4-103. Controls shall be established by each agency to ensure that classi-
fied information is used, processed, stored, reproduced, and transmitted only
~under conditions that will provide adequate protection and prevent .access by
-unauthorized persons.

-4-104. Classified information no longer needed in current working files
or for reference or record purposes shall be processed for appropriate disposi-
tion in accordance with the provisions of Chapters 21 and 33 of Title 44 of
the United States Code, which governs disposition of Federal records.

'4-10!. Classified information disseminated outside the Executive branch
shall be given protection equivalent to that afforded within the Executive
branch.

4-2. Specicl Access Programs.

4-20]1. Agency heads listed in Section 1-201 may create special access
programs to control access, distribution, and protection of particularly sensi-
tive informnation classified pursuant to this Order or prior Orders. Such pro-
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grams may be created or continued only by written direction and only by
those agency heads and, for matters pertaining to intelligence sources and
methods, by the Director of Central Intelligence. Classified information in
such programs shall be declassified according to the provisions of Section 3.

4-202. Special access programs may be created or continued only on a
specific showing that:

(@) normal management and safeguarding procedures are not sufficient to
limit need-to-know or access;

(b) the number of persons who will need access will be reasonably small
and commensurate with the objective of providing extra protection for the
information involved; and

(c) the special access controls balance the need to protect the information
against the full spectrum of needs to use the information.

4-203. All special access programs shall be reviewed regularly and, except
those required by treaty or international agreement, shall terminate automati-
cally every five years unless renewed in accordance with the procedures in
Section 4-2.

4-204. Within 180 days after the effective date of this’ Order, agency
heads shall review all existing special access programs under their Jjurisdiction
and continue them only in accordance with the procedures in Section 4-2.
Each of those agency heads shall also establish and maintain a system of
accounting for special access programs. The Director of the Information Secu-
rity Oversight Office shall have non-delegable access to all such accountings.

4-3. Access by Historical Researchers and Former Presidential Appointees.

4-301. The requirement in Section 4-101 that access to classified infor-
mation may be granted only as is necessary for the performance of official
duties may be waived as provided in Section 4-302 for persons who:

(a) are engaged in historical research projects, or

(b) previously have occupied policy-making positions to which they were
appointed by the President.

4-302. Waivers under Section 4-301 may be granted only if the agency
with jurisdiction over the information:

(a) makes a written determination that access is consistent with the inter-
ests of national security;

(b) .takes appropriate steps to ensure that access is limited to specific
categories of information over which that agency has classification jurisdiction;

(c) limits the access granted to former Presidential appointees to items
that the person originated, reviewed, signed or received while serving as a
Presidential appointee.

-4-4. Reproduction Controls.

4-401. Top Secret documents may not be reproduced without the consent
of the originating agency unless otherwise marked by the originating office.

4-402. Reproduction of Secret and Confidential documents may be re-
stricted by the originating agency.

4-403. Reproduced copies of classified documents are subject to the same
accountability and controls as the original documents.

4-404. Records shall be maintained by all agencies that reproduce paper
copies of classified documents to show the number and distribution of repro-
duced copies of all Top Secret documents, of all documents covered by
special access programs distributed outside the originating agency, and of all
Secret and all Confidential documents which are marked with special dissemi-
nation and reproduction limitations in accordance with Section 1-506.

4-405. Sections 4-401 and 4-402 shall not restrict the reproduction of
documents for the purpose of facilitating review for declassification. However,
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such reproduced documents that remain classified after review must be de-
stroyed after they are used.

SECTION 5. IMPLEMENTATION AND REVIEW.
5-1. Over.szght

5-101. The National Security Council may review all matters with respect.a
to the implementation of this Order and shall provide overall policy direction -
for the information security program.

5-102. The Administrator of General Services shall be responsible for
implementing and monitoring the program established pursuant to this Order.
This responsibility shall be delegated to an Information Security Oversight
Office.

5-2. Information Security Oversight Qffice.

5-201. The Information Security Oversight Office shall have a full-time
Director appointed by the Administrator of General Services subject to ap-
proval by the President. The Administrator also shall have authority to ap-
point a staff for the Office.

5-202. The Director shall:

(a) oversee agency actions to ensure compliance with this Order and
implementing directives;

(b) consider and take action on complaints and suggestions from persons
within or outside the Government with respect to the administration of the
information security program, including appeals from decisions on declassifi-
cation requests pursuant to Section 3-503;

(c) exercise the authority to declassify information provided by Sections
3-104 and 3-503;

(d) develop, in consultation with the agencies, and promulgate, subject to
the approval of the National Security Council, directives for the xmplementa-
tion of this Order which shall be binding on the agencies;

(e) report annually to the President through the Administrator of General
Services and the National Security Council on the implementation of this
Order; _

(f) review all agency implementing regulations and agency guidelines for
systematic declassification review. The Director shall require any regulation or
guideline to be changed if it is not consistent with this Order or implementing
directives. Any such decision by the Director may be appé€aled to the National
Security Council. The agency regulation or guideline shall remain in effect
until the appeal is decided or until one year from the date of the Director’s
decision, whichever occurs first. )

(g) exercise case-by-case classification authority in accordance with Section
1-205 ancl review requests for original classification authority from agencies or
officials not granted original classification authority under Section 1-2 of this
Order; and

(h) have the authority to conduct on-site reviews of the information
security program of each agency that handles classified information and to
require of each agency such reports, information, and other cooperation as
necessary to fulfill his responsibilities. If such reports, inspection, or access to
specific categories of classified information would pose an exceptional national
security risk, the affected agency head may deny access. The Director may
appeal denials to the National Security Councll. The denial of access shall
remain in effect until the appeal is decided or until one year from the date of
the denial, whichever occurs first.
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5-3. Interagency Information Security Committee.

5-301. There is established an Interagency Information Security Commit-
tee which shall be chaired by the Director and shall be comprised of represent-
atives of the Secretaries of State, Defense, Treasury, and Energy, the Attorney
General, the Director of Central Intelligence, the National Security Council,
the Domestic Policy Staff, and the Archivist of the United States.

5-802. Representatives of other agencies may be invited to meet with the
Comnmittee on matters of particular interest to those agencies.

5-303. The Committee shall meet at the call of the Chairman or at the
request of a member agency and shall advise the Chairman on implementation
of this order.

5-4. General Responsibilities.

5-401. A copy of any information security regulation and a copy of any
guideline for systematic declassification review which has been adopted pursu-
ant-to this Order or implementing directives, shall be submitted to the Infor-
mation Security Oversight Office. To the extent practicable, such regulations
and guidelines should be unclassified.

5-402. Unclassified regulations that establish agency information security
policy ard unclassified guidelines for systematic declassification review shall be
published in the FEDERAL REGISTER.

5-403. Agencies with original classification authority shall promulgate
guides for security classification that will facilitate the identification and uni-
form classification of information requiring protection under the provisions of
this Order,

5-404. Agencies which originate or handle classified information shall:

(a) clesignate a senior agency official to conduct an active oversight pro-
gram to ensure effective implementation of this Order;

(b) designate a senior agency official to chair an agency committee with
authority to act on all suggestions and complaints with respect to the agency's
administration of the information security program;

(c) establish a process to decide appeals from denials of declassification
requests submitted pursuant to Section 8-5;

(d) establish a program to familiarize agency and other personnel who
have access to classified information with the provisions of this Order and
implementing directives. This program shall impress upon agency personnel
their responsibility to exercise vigilance in complying with this Order. The
program shall encourage agency personnel to challenge, through Mandatory
Review and other appropriate procedures, those classification decisions they
believe tc be improper;

(e) promulgate guidelines for systematic review in accordance with Sec-
tion 3-402; '

(f) establish procedures to prevent unnecessary access to classified infor-
mation, including procedures which require that a demonstrable need for
access to classified information is established before initiating administrative
clearance procedures, and which ensures that the number of people granted
access to classified information is reduced to and maintained at the minimum
number that is consistent with operational requirements and needs; and

(g) ensure that practices for safeguarding information are systematically
reviewed and that those which are duplicative or unnecessary are eliminated. .

5-405. Agencies shall submit to the Information Security Oversight Office
such information or reports as the Director of the Office may find necessary to
carry out the Office’s responsibilities.
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5-5. Administrative Sanctions.

5-801. If the Information Security Oversight Office finds that a violation
of this Order or any implementing directives may have occurred, it shall make
a report to the head of the agency concerned so that corrective steps may be
taken.

5-502. Officers and employees of the United States Government shall be
subject to appropriate administrative sanctions if they:

(a) knowingly and willfully classify or continue the classification of infor-
mation in violation of this Order or any implementing directives; or

(b) knowingly, willfully and without authorization disclose information
properly classified under this Order or prior Orders or compromise properly
classified information through negligerice; or .

() knowingly and willfully violate any other provision of this Order or
implementing directive.

5-503. Sanctions may include reprimand, suspension without pay, remov-
al, termination of classification authority, or other sanction in accordance with
-applicable law and agency regulations.

5-504. Agency heads shall ensure that appropriate and prompt corrective
action is taken whenever a violation under Section 5-502 occurs. The Director
of the Information Security Oversight Office shall be informed when such
violations occur. _ .

5-505. Agency heads shall report to the Attorney General evidence re-
flected in classified information of possible violations of Federal criminal law
by an agency employee and of possible violations by any other person of those
Federal criminal laws specified in guidelines adopted by the Attorney General.

SECTION 6. GENERAL PROVISIONS.
6-1. Definitions.

6-101. “Agency” has the meaning defined in 5 U.S.C. 552(e).

'6-102. “Classified information” means information or material, herein
collectively termed information, that is owned by, produced for or by, or
under the control of, the United States Government, and that has been
determined pursuant to this Order or prior Orders to require protection
against unauthorized disclosure, and that is so designated.

6-103. “Foreign government information” means information that has
been provided to the United States in confidence by, or produced by the
United States pursuant to a written joint arrangement requiring confidentiality
with, a foreign government or international organization of governments.

6-104. “National security” means the national defense and foreign rela-
tions of the United States. ' '

6-105. “Declassification event” means an event which would eliminate the
need for continued c]assiﬁca.tion.

6-2. General.

6-201. Nothing in this Order shall supersede any requirement made by or
under the Atomic Energy Act of 1954, as amended. “Restricted Data” and
information designated as “Formerly Restricted Data” shall be handled, pro-
tected, classified, downgraded, and declassified in conformity with the provi-
sions of the Atomic Energy Act of 1954, as amended, and regulations issued
pursuant thereto.

6-202. The Attorney General, upon-request by the head of an agency, his
duly designated representative, or the Director of the Information Security
Oversight Office, shall personally or through authorized representatives of the
Department of Justice render an interpretation of this Order with respect to
any question arising in the course of its administration,
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6-20%. Executive Order No. 11652 of March 8, 1972, as amended by
Executive Order No. 11714 of April 24, 1973, and as further amended by
Executive Order No. 11862 of June 11, 1975, and the National Security
Council Directive of May 17, 1972 (3 CFR 1085 (1971-75 Comp.)) are re-
voked.

6-204. This Order shall become effective on December 1, 1978, except
that the functions of the Information Security Oversight Office specified in
Sections 5-202(d) and 5-202(f) shall be effective immediately and shall be
performed in the interim by the Interagency Classification Review Committee
established pursuant to Executive Order No. 11652.

o (ZA

THE WHITE HOUSE,
June 28, 1978.

[FR Doc. 78-18505 Filed 6-29-78; 4:18 pm}

Eprrorial. NoTe: The President’s statement of June 29, 1978, on tssuing Executive Order
-12065, is printed in the Weekly Compilation of Presidential Documents (vol. 14, No. 26).
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[3195-01]
Order of June 28, 1978

Designation of Certain Officials Within the Executive Office of the President To Classify
National Security Information

Pursuant to the provisions of Section 1-201 of Executive Order 12065 of
June 28, 1978, entitled *National Security Information”, I hereby designate
the following officials within the Executive Office of the President to originally
classify information as “Top Secret”

The Vice President

The Assistant to the President for National Security Affairs
The Director, Office of Management and Budget

The Director, Office of Science and Technology Policy
The Special Representative for Trade Negotiations

The Chairman, Intelligence Oversight Board

Pursuant to the provisions of Section 1-202 of said Order, I designate the
Chairman of the Council of Economic Advisers and the President’s Personal
Representative for Micronesian Status Negotiations to originally classify infor-
mation as ‘“‘Secret™.

Any delegation of this authority shall be in accordance with Section 1-204

of the Order.
This Order shall be published in the FEDERAL REGISTER,
THE 'WHITE HOUSE, "

J—
June 28, 1978.

[FR Doc. 78-18506 Filed 6-29-78; 4:19 pm]
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